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ABSTRACT 

Digital Payment and Neo Banks (branch of fintechs) are emerging as the future of the 
banking system in India. These mediums can boost the financial inclusion tremendously 
resulting into an enormous growth potential for the banking sector. The Government is 
promoting digital payments and neo banks through various measures. However, the regulatory 
system is not completely developed in India, thus hindering financial inclusion in its entirety 
due to the lack of digital data protection. Since these entities rely on digitally collected data, 
there is a need for adequate data protection and cyber security compliance requirements; 
however, the Indian legal system in relation to data protection and cyber security is yet to match 
pace with the growth of technology in recent times.   

The purpose of this paper is to analyse the impact of digital payments and neo banks on 
financial inclusion with a focus on concerns, laws and regulations regarding data protection 
and cyber security.   
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INTRODUCTION 

The gradual shift towards digitalisation in India has fuelled the growth of 

financial technologies (“fintechs”)1 that help to set up a buoyant alternative 

credit mechanism.2 Due to the rapid growth of use of smartphones in India, 

availing digital services has become the norm of our life. This has led to an 

enormous growth of the fintech sector in India and at the same time promoted 

financial inclusion. The use of technology aids in developing prediction models 

backed by artificial intelligence (“AI”) that help in designing loans as per 

customer requirements. Technology also assists in assessing the borrower and 

risks associated to ensure the avoidance of bad loans.  

Fintechs nowadays cover a wide range of financial services ranging from mobile 

payment applications to cryptocurrency. Fintech firms/ platforms help in 

choosing from a spectrum of financial products across categories like insurance, 

saving account and mutual funds. Digital payment and neo banks also come 

within the umbrella of fintech. Over the last few years, investment in fintechs 

has grown rapidly in India3 with an approximation of six times.4 Since the 

fintechs work online, there is a low operational cost and a wider reach in 

comparison to a traditional setup requiring brick-and-mortar infrastructure. 

Any financial system has few risks associated with it and so is the case with 

fintechs. For instance, digital payments generally involve three parties, i.e. 

source bank, payment system platform and customer, hence the customer 

shares significant sensitive personal information with the other two parties 

                                                 
1 Anne Sraders, What is Fintech, THE STREET (Feb. 11, 2020), 
https://www.thestreet.com/technology/what-is-fintech-14885154. 
2 Zafar Imam, How fintech firms can keep the consumer liquidity flowing, YOURSTORY (Sept. 17, 2020) 
https://yourstory.com/2020/09/fintech-firms-digital-lending-consumer-liquidity. 

3 Savannah Dowling, In Q1 2018, FinTech Startups Raise Record Amounts While Deal Counts Fall, 
CRUNCH BASE NEWS (Apr. 11, 2018) https://news.crunchbase.com/news/q1-2018-fintech-
startups-raise-record-amounts-deal-counts-fall/. 
4 PWC Analysis, Security challenges in the evolving fintech landscape (July 2016) at 2, 
https://www.pwc.in/assets/pdfs/consulting/cyber-security/banking/security-challenges-in-
the-evolving-fintech-landscape.pdf. 

https://www.thestreet.com/technology/what-is-fintech-14885154
https://yourstory.com/2020/09/fintech-firms-digital-lending-consumer-liquidity
https://news.crunchbase.com/news/q1-2018-fintech-startups-raise-record-amounts-deal-counts-fall/
https://news.crunchbase.com/news/q1-2018-fintech-startups-raise-record-amounts-deal-counts-fall/
https://www.pwc.in/assets/pdfs/consulting/cyber-security/banking/security-challenges-in-the-evolving-fintech-landscape.pdf
https://www.pwc.in/assets/pdfs/consulting/cyber-security/banking/security-challenges-in-the-evolving-fintech-landscape.pdf
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involved in the transaction, posing trust on the other two parties that not only 

the transaction is secured but also his/her personal data is safe with the other 

two participants. If any of the parties (other than the customer) fails to maintain 

adequate security in relation to the transaction concerned or the data shared 

with them, the customer may suffer significant loss and damage. It may also be 

noted that since there is a significant degree of online verification, there are a 

host of permissions and accesses granted by the customer to these digital 

payment platforms, which inter alia involve, reading customer’s messages, using 

microphone and camera of the customer, access their photo gallery etc.  

Further any bank or non-banking financial institution, would generally conduct 

some basic due diligence on their customers and require such customers to 

submit few documents in relation to their identity and address with the financial 

institution concerned, prior to offering their services. This process is generally 

known as ‘know your customer’ (“KYC”). Consequently, neo banks would 

require KYC of the customers to be processed before offering their services to 

their customers. Given that the idea behind a neo bank is to push digital 

banking, such banks would tend to provide an option for conducting the KYC 

digitally.  

As the online mechanism has associated potential cyber security and data 

protection risks, there are a host of regulations and guidelines to ensure that the 

cyber security and data protection issues are taken care of while interacting with 

such digital platforms.  
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AN OVERVIEW OF DIGITAL LENDING AND NEO BANKS 

As stated above, fintechs encompass a host of services including digital 

payments and neo banks. The RBI Ombudsman Scheme for Digital Payments5 

defines a digital transaction as - a payment transaction in a seamless system effected 

without the need for cash at least in one of the two legs, if not in both. This includes 

transactions made through digital/electronic modes wherein both the originator and the 

beneficiary use digital/electronic medium to send or receive money.6 Digital payment 

comprises of payment gateways, digital wallets etc.7 For instance, Paytm, 

GooglePay, Paypal etc. are digital payment platforms.  

Neo banks are types of digital bank except that in neo banks the entity is 

exclusively an online entity.8 Thus, a digital bank can be an additional service or 

subsidiary of a recognised financial institution whereas a neo bank is a 100 

percent digital entity without any physical branches. These are fintech firms that 

offer banking as a service, ranging from mobile deposits, debit and credit cards, 

payments etc. without a physical counterpart. Neo banks may also have their 

specific target customer base. For instance, ‘NiYo’ focuses on blue collar 

workers and ‘Open’ focuses on SMEs.9  

However, it can be concluded that both, neo banks and digital payments, 

operate digitally and make the most use of internet access and electronic 

medium such as laptops, tablets and smartphones which are at the disposal of 

                                                 
5 The Reserve Bank of India, Ombudsman Scheme of Digital Transaction, 2019, Ref. CEPD. 
PRS. No. 3370/13.01.010/2018-19 (Issued on January 31, 2019). 
6 The Reserve Bank of India, Report of the High Level Committee on Deepening of Digital 
Payments (Issued on May 17, 2019). 
7 Tanya Khandelwal, Explained | From payments banks to neo banks – how India’s fintech ecosystem has 
evolved, MONEYCONTROL (Dec. 4, 2019, 7:51 PM), 
https://www.moneycontrol.com/news/business/companies/explained-from-payments-banks-
to-neo-banks-how-indias-fintech-ecosystem-has-evolved-4700551.html. 
8 Tinesh Bhasin, What do neo-banks offer and should you try them?, LIVEMINT (Jun 1, 2020, 11:01 
PM), https://www.livemint.com/money/personal-finance/what-do-neo-banks-offer-and-
should-you-try-them-11591032340062.html. 
9 Anushruti Singh, Neo-banks: The next revolution in Indian banking sector, SMEFUTURES (August 
9, 2020), https://smefutures.com/neo-banks-the-next-revolution-in-indian-banking-sector/. 

https://www.moneycontrol.com/news/business/companies/explained-from-payments-banks-to-neo-banks-how-indias-fintech-ecosystem-has-evolved-4700551.html
https://www.moneycontrol.com/news/business/companies/explained-from-payments-banks-to-neo-banks-how-indias-fintech-ecosystem-has-evolved-4700551.html
https://www.livemint.com/money/personal-finance/what-do-neo-banks-offer-and-should-you-try-them-11591032340062.html
https://www.livemint.com/money/personal-finance/what-do-neo-banks-offer-and-should-you-try-them-11591032340062.html
https://smefutures.com/neo-banks-the-next-revolution-in-indian-banking-sector/
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over 500 million internet users. Digital lending provides an opportunity to this 

significant population to access credit in an affordable manner. Digital payment 

and neo banks shall be dealt with in-depth in the paper. 

Key Regulations Governing Digital Payments and Neo Banks in 
India 

There is a lack of a consolidated set of guidelines on digital payments and neo 

banks. A summary of laws, regulations and guidelines (including that of 

National Payment Corporation of India) applicable to digital payments and neo 

banks are provided below: 

 The Payment and Settlement Systems Act, 2007 (“PSSA”). It is the 

principal legislation governing payment systems in India.  

 The NPI Guidelines on Unified Payment Interface (“UPI”) which 

enumerate the procedural guidelines to be followed by UPI platforms. 

 Notifications, circulars and directions in relation to Non-Banking 

Financial Companies (“NBFCs”) by Reserve Bank of India (“RBI”) 

(applicable in case a digital platform comes within the category of 

NBFC, as defined in the RBI Act, 1934).  

 The Guidelines on Regulation of Payment Aggregators and Payment 

Gateways dated 17 March 2020, issued by RBI, apply to the payment 

intermediaries, namely the payment aggregators and payment gateways. 

 The RBI’s Master Direction on KYC provides guidelines on the KYC 

of customers during risk assessment to tackle cyber security issues.  

 The Data privacy and Protection Laws including the Information 

Technology Act, 2000 and the Technology (Reasonable Security 

Practices and Procedures and Sensitive Personal Data or Information) 

Rules, 2011.  
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 Besides the aforesaid, the Personal Data Protection Bill, 2019 (“PDP 

Bill”) is pending before the Parliament of India. The PDP Bill is 

modelled along the General Data Protection Regulation (“GDPR”) and 

is inspired by its key principles like purpose limitation, data storage 

restriction amongst others.  

DIGITAL PAYMENT AND NEO BANKS BRING IN FINANCIAL INCLUSION 

A modern, growing economy grows on the pillar of financial inclusion which 

comprises providing access to financial services to individuals across the social 

and economic barriers at affordable costs, in a timely manner. Thus, financial 

inclusion nurtures social inclusion and reduces poverty.10  

Financial inclusion widens the capital base of the financial system by 

encouraging savings and building a system for borrowing credit and accessing 

financial services like investment and insurance. By increasing the participation 

of low-income groups in the financial service sector, the financial wealth of the 

customer is protected through savings and investments. Thus, financial 

inclusion not only benefits consumers but also boosts the economy.  

Financial inclusion also benefits the financial service provider. The reach to a 

wider base of depositors breaking geographical boundaries through digital 

medium helps in diversifying the sources of funding and lending opportunities. 

They also help in fortifying the hold against sudden external economic shocks. 

Affordable alternative lending practices can help digital payment and neo banks 

explore the huge untapped market for loans and bring in more inclusion. They 

provide generally small-ticket size products that help increase the market size of 

financial products on account of an increase in customer participation due to 

the ease of access to those products by way of technology. This form of 

‘sachetise’ financing promotes financial inclusion. 

                                                 
10 Robin Burgess & Rohini Pande, Do Rural Banks Matter? Evidence from Indian Social 
Banking Experiment, 95(3) AMERICAN ECONOMIC REVIEW, 780 (2005). 
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Financial Inclusion in MSMEs 

Micro, Small & Medium Enterprises (“MSMEs”) play a crucial role in the 

economy and around 65 million MSMEs in India employ approximately around 

80 million people. These MSMEs account for around 95 percent of India’s 

manufacturing output.11 Although MSMEs account for most of the 

manufacturing in India, mostly, they lack uniformity in terms of mode of 

operations, leading to difficulty by the banks and NBFCs to assess their credit 

worthiness. Assessing the creditworthiness of an MSME can also be difficult 

because of information asymmetry, specifically with respect to the financial 

performance of the MSMEs. As a result, MSMEs suffer with a massive credit 

demand-supply mismatch.12 Since MSMEs have an informal nature of 

operation, they lack access to formal credit like banks.13 They also lack the 

varied kinds of documents required to avail a formal loan. Traditional banks 

consider loans below INR 1 lakh as highly risky. Several MSMEs cannot offer 

worthwhile collateral and these factors make the traditional banking system 

incapable of addressing the MSMEs borrowing needs. This coerces them to 

borrow from outside the formal financial system, like money lenders, thereby 

making them fall prey to the exorbitant terms and conditions and a reduced 

financial inclusion.  

                                                 
11 Gaurav Kumar, How Alternate lending models are facilitating better access to credit for the MSME sector, 
ECONOMIC TIMES (Dec. 29, 2018, 01:42 PM), https://economictimes.indiatimes.com/small-
biz/sme-sector/how-alternative-lending-models-are-facilitating-better-access-to-credit-for-the-
msme-sector/articleshow/67298802.cms?from=mdr.  
12 As per estimates, the overall demand for both debt and equity finance by Indian MSMEs was 
around INR 87.7 trillion, of which the debt demand alone was INR 69.3 trillion and formal 
sources catered to only 16% of the total MSME debt, i.e. INR 10.9 trillion – V. Bhatia, Micro-
financiers bridge credit gap for undeserved MSMEs, MONEYCONTROL (March 04, 2020, 08:53 PM), 
https://www.moneycontrol.com/news/technology/fintech-micro-financiers-bridge-credit-gap-
for-underserved-msmes-5002761.html. 
13 PWC, A wider circle: Digital lending and the changing landscape of financial inclusion (Nov. 2019), at 2, 
https://www.pwc.in/assets/pdfs/consulting/financial-services/fintech/publications/a-wider-
circle-digital-lending-and-the-changing-landscape-of-financial-inclusion.pdf,  

https://economictimes.indiatimes.com/small-biz/sme-sector/how-alternative-lending-models-are-facilitating-better-access-to-credit-for-the-msme-sector/articleshow/67298802.cms?from=mdr
https://economictimes.indiatimes.com/small-biz/sme-sector/how-alternative-lending-models-are-facilitating-better-access-to-credit-for-the-msme-sector/articleshow/67298802.cms?from=mdr
https://economictimes.indiatimes.com/small-biz/sme-sector/how-alternative-lending-models-are-facilitating-better-access-to-credit-for-the-msme-sector/articleshow/67298802.cms?from=mdr
https://www.moneycontrol.com/news/technology/fintech-micro-financiers-bridge-credit-gap-for-underserved-msmes-5002761.html
https://www.moneycontrol.com/news/technology/fintech-micro-financiers-bridge-credit-gap-for-underserved-msmes-5002761.html
https://www.pwc.in/assets/pdfs/consulting/financial-services/fintech/publications/a-wider-circle-digital-lending-and-the-changing-landscape-of-financial-inclusion.pdf
https://www.pwc.in/assets/pdfs/consulting/financial-services/fintech/publications/a-wider-circle-digital-lending-and-the-changing-landscape-of-financial-inclusion.pdf
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Digital lending on the other hand boosts credit provision to MSMEs by 

providing small-ticket loans and collateral-free loans. Alternative data also helps 

salaried professionals and freshers who seek to venture into business and lack 

credit scoring. The model which neo banks adopt keeps the fixed costs nominal 

and provides a large number of low-value loans. This makes it attractive to 

small businesses. Easy access to low-ticket credit helps businesses to purchase 

more and this facilitates the credit-starved MSMEs to grow thereby creating 

jobs and a positive ripple effect in the economy.14  

GOVERNMENT ENHANCING DIGITAL LENDING IN INDIA TO PROMOTE 

FINANCIAL INCLUSION 

Government of India’s push for financial inclusion through Jan Dhan-Aadhaar-

Mobile trinity (“JAM”)15 since 2014 has increased the percentage of adults in 

India having bank accounts to 80 per cent, as per the 2017 Global Findex 

Report.16 As per government data, 37.3 crore bank accounts have been opened 

under the Pradhan Mantri Jan Dhan Yojana (“PMJDY”) initiative till October 

2019.17  

There is also an impetus towards digital growth. Use of advanced technologies 

and initiatives by the digital medium is gradually resulting in availability of 

financial services to the bottom of the pyramid segment, at the grass-root levels 

in India. This sector of population was earlier largely devoid of basic credit and 

other financial services.18 This is the reason why financial inclusion through 

digitalisation has also been an important part of Government of India’s pro-

growth policy.  

                                                 
14 Supra note 13, at 11. 
15 Pradhan Mantri Jan Dhan Yojana, Aadhaar and mobile connectivity is collectively referred to 
as ‘JAM’.  
16 DEMIRGUC-KUNT, ASLI; KLAPPER, LEORA; SINGER, DOROTHE; ANSAR, SANIYA; HESS, 
JAKE, GLOBAL FINDEX DATABASE 2017: MEASURING FINANCIAL INCLUSION AND THE 

FINTECH REVOLUTION (Washington DC, World Bank 2018). 
17 Department of Financial Services - Ministry of Finance, Pradhan Mantri Jan Dhan Yojana 
(PMJDY), https://www.pmjdy.gov.in/account. 
18 Supra note 13, at 5. 

https://www.pmjdy.gov.in/account
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The Government of India and the National Payments Corporation of India 

(“NPCI”) launched IndiaStack. It has an open application programming 

interface (“API”) that can be utilised by banks, digital lenders amongst others 

to gain insight into consumers across segments and provides them with 

innovative lending solutions. Financial companies can perform QR or XML-

based KYC verification.19 These forms of verification do not require sharing of 

biometric details and Aadhaar number of an individual, thus ensuring privacy. 

Digital signatures and e-submissions are also permitted. Thus, by connecting 

credit-seekers and lenders digitally, the process is made smoother and hassle-

free.  

Besides, several other initiatives of the government have indirectly benefitted 

financial inclusion. The launch of the Goods and Services Tax (“GST”) has also 

led to a wider availability of digitised data that can be used for credit 

assessment, Digital India movement has promoted greater digital literacy 

amongst the rural and urban population and cost-efficient internet services have 

led to greater internet usage. The UPI system has hugely increased the usage of 

online payments to provide consumers with a seamless and reliable payment 

experience, including utility bills, within seconds. Also, Startup India has 

promoted the growth of startups significantly, including neo banks.20 In 2019, 

neo banks in India raised more than USD 90 mn.21 

RBI released the Enabling Framework for Regulatory Sandbox dated 13 August 

201922 (“Regulatory Sandbox Framework”). As per the Regulatory Sandbox 

                                                 
19 Harshvardhan Lunia, Digital Lending – Looking back at FY19 and the road ahead, ET BFSI BLOG 

(Jun. 13, 2019), https://bfsi.economictimes.indiatimes.com/blog/digital-lending-looking-back-
at-fy19-and-the-road-ahead/3621. 
20 Fintech Report 2020, STATISTA DIGITAL MARKET OUTLOOK (2020). 
21 Anmol Dethe, Neo Banks in India are rising but will take some time to disrupt, ET BFSI (Sept. 22, 
2020) https://bfsi.economictimes.indiatimes.com/news/fintech/neo-banks-in-india-are-rising-
but-will-take-some-time-to-disrupt/78251059. 
22 The Reserve Bank of India, Enabling Framework for Regulatory Sandbox, (Issued on August 
13, 2019). 

https://bfsi.economictimes.indiatimes.com/blog/digital-lending-looking-back-at-fy19-and-the-road-ahead/3621
https://bfsi.economictimes.indiatimes.com/blog/digital-lending-looking-back-at-fy19-and-the-road-ahead/3621
https://bfsi.economictimes.indiatimes.com/news/fintech/neo-banks-in-india-are-rising-but-will-take-some-time-to-disrupt/78251059
https://bfsi.economictimes.indiatimes.com/news/fintech/neo-banks-in-india-are-rising-but-will-take-some-time-to-disrupt/78251059
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Framework, the financial services sector, including digital payments platforms, 

may roll out regulatory sandboxes on a small scale to test their viability before 

launching them in a full-fledged way.23 This is an encouraging step for digital 

platforms to experiment with innovative solutions and may also lead to greater 

investment in the digital payment space.  

COVID CRISIS HAS PROMOTED NEO BANKS AND DIGITAL PAYMENTS 

The COVID-19 pandemic has had an economic ripple effect across various 

sectors including the traditional banking system. According to the Centre for 

Monitoring the Indian Economy, an approximation of 122 million Indians lost 

their job due to the pandemic.24 This means that steady income sources have 

been lost with an increased liquidity crunch. This unprecedented situation has 

led to the rise of reluctance on the part of the banks to lend.  

In this backdrop, digital lending has acted as a saviour for the borrowers, 

satisfying their liquidity requirements.25 Thus, the popularity of the so-called 

‘niche’ neo banks has increased significantly during the COVID-19 pandemic.26 

The virtual, branchless nature of the neo banks at the time of lockdown and 

social distancing imposed by the government to tackle the medical exigency on 

account of the pandemic has also added to its wide-scale acceptance.  

During the lockdown, ‘Instamojo’, a payment gateway application, introduced 

‘InstaCash’ – a short term loan facility.27 InstaCash enables merchants to avail 

loans for an amount upto INR 1 lakh for a time period of either 7 or 14 days. 

                                                 
23 FINTECH 2020, GLOBAL LEGAL GROUP (2nd ed. 2020). 
24 Data | An estimated 12.2 crore Indians lost their jobs during the coronavirus lockdown in April: CMIE, 
THE HINDU DATA TEAM (May 07, 2020, 09:45 PM) https://www.thehindu.com/data/data-
over-12-crore-indians-lost-their-jobs-during-the-coronavirus-lockdown-in-
april/article31520715.ece. 
25 Supra note 9. 
26 Supra note 9. 
27 Chethna, Introducing InstaCash – Short Term Loans to Get Business Going, INSTAMOJO BLOG (Jun. 
29, 2020), https://www.instamojo.com/blog/instacash-short-term-loans-to-get-business-
going/. 

https://www.thehindu.com/data/data-over-12-crore-indians-lost-their-jobs-during-the-coronavirus-lockdown-in-april/article31520715.ece
https://www.thehindu.com/data/data-over-12-crore-indians-lost-their-jobs-during-the-coronavirus-lockdown-in-april/article31520715.ece
https://www.thehindu.com/data/data-over-12-crore-indians-lost-their-jobs-during-the-coronavirus-lockdown-in-april/article31520715.ece
https://www.instamojo.com/blog/instacash-short-term-loans-to-get-business-going/
https://www.instamojo.com/blog/instacash-short-term-loans-to-get-business-going/
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The company has grown by a 30 per cent rate post the lockdown caused due to 

the COVID-19 pandemic.28  

Further, U GRO Capital is an end-to-end digital lending platform which was 

launched on 1 July 2020.29 It offers unsecured loans in the range of INR 10 lakh 

to INR 25 lakh for a time period of 2 months to 36 months. Secured loans are 

provided between INR 50 lakh and INR 2 crore for a period of 7 years to 10 

years. There is also a moratorium of up to 3 months to help businesses that 

have suffered an economic slowdown due to the lockdown. Apart from the 

foregoing examples of growth in digital payment during the COVID-19 crisis, 

we have seen several similar platforms growing leaps and bounds in the said 

period. 

In light of the above, it may not be wrong to suggest that neo banks and digital 

payment space in India have a bright future. However, digital payments and neo 

banks have their constraints of appeasing to the masses which have inherent 

dilemmas with respect to the privacy and cyber security aspect of digital 

payments and neo banks.  

The customer shares a significant amount of his/her sensitive personal 

information with the other two parties in the digital payment medium, namely, 

the source bank and the payment system platform. While entrusting the data, 

the customer expects that both, the transaction and his/her personal data will 

be safe with the other two parties, failure of which can lead to significant loss 

and damage to be suffered by the customer.  

                                                 
28 Surabhi, Fintech, digital lenders launch schemes for MSME credit, THE HINDU BUSINESS LINE (Jun. 
29, 2020), https://www.thehindubusinessline.com/money-and-banking/fintech-digital-lenders-
launch-schemes-for-msme-credit/article31943343.ece. 
29 Id.  
 

https://www.thehindubusinessline.com/money-and-banking/fintech-digital-lenders-launch-schemes-for-msme-credit/article31943343.ece
https://www.thehindubusinessline.com/money-and-banking/fintech-digital-lenders-launch-schemes-for-msme-credit/article31943343.ece
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Since there is a significant degree of online verification, there are a host of 

permissions and accesses granted by the customer to the digital payment 

platforms. This includes reading the messages, using the microphone and 

camera of the customer’s electronic medium and accessing the customer’s 

photo gallery, amongst others. Also, a bank or a non-banking financial company 

conducts basic due diligence on the customer before granting credit which is 

known as KYC. This process of KYC necessitates the customer to deliver a few 

documents in relation to their identity and address with the financial institution. 

Since neo banks promote the push towards a digital medium, such banks would 

tend to provide an option to conduct a digital KYC. This online mechanism has 

potential cyber security and data protection risks associated with it. Security and 

privacy implications need to be adequately considered to ensure that the data is 

protected from cyber-crimes.30 Therefore, there are a host of regulations and 

guidelines to ensure that the cyber security and data protection issues are taken 

care of during the interactions with these digital platforms.   

DEVELOPMENT OF DATA PROTECTION AND CYBER SECURITY TO TACKLE 

THE PRIVACY CONCERNS 

The Government of India had presented the Personal Data Protection Bill, 

2006, before Parliament of India, which seeks to protect personal data of 

individuals. However, the bill was not passed; hence the same could never 

become law. In the meanwhile, the Information Technology Act, 2000 (“IT 

Act”) was amended (“Amendment”)31 to include S. 43A and S. 72A to protect 

personal data and sensitive personal data and information (“SPDI”). On 11 

April 2011, the Government brought into effect the Information Technology 

(Reasonable Security Practices and Procedures and Sensitive Personal Data or 

                                                 
30 Nandkumar Saravade & Ambuj Bhalla, Emerging trends and Challenges in Cyber Security (ReBIT 
Whitepapers), https://rebit.org.in/whitepaper/emerging-trends-and-challenges-cyber-security 
last visited Oct. 30, 2020). 
31 The Information Technology Amendment Act, 2008. 

https://rebit.org.in/whitepaper/emerging-trends-and-challenges-cyber-security
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Information) Rules, 2011 (“Rules”) which define SPDI in depth32, apply to 

body corporates or persons located within India and relate to information about 

natural persons. A bank collecting SPDI has to abide by the Rules for 

collection, storage and disposal of data. In case a wrongful loss or wrongful gain 

to any person is caused by the negligence on the part of a body corporate in 

possessing, dealing or handling his/her SDPI then such body corporate shall be 

liable to pay damages by way of compensation to the person affected.33 As per 

S. 72A of the IT Act,34 in case any person including an intermediary, while 

providing services under a lawful contract, accesses any personal information of 

a person with an intent to cause wrongful gain or wrongful loss, and discloses 

such information to any other person without the person’s consent or in breach 

of the lawful contract, then the penalty imposed shall be of imprisonment up to 

a term of three years and/or fine which may extend to INR 5 lakh.  

It can be conceded that the Amendment and Rules laid the ground for 

recognising SPDI and the necessity to safeguard it. However, one had to 

acknowledge that the Amendment and Rules came into force in the years 2009 

and 2011 respectively. The punishments as per the Amendment are trivial in 

comparison to the potential harm that can be caused. Thus, they are not adept 

enough to take into consideration the newest cyber security issues concerning 

neo banks.  

Also, the Amendment does not provide for any framework for data localisation, 

consequently, the Amendment does not make it mandatory for hosting the 

servers of big data collecting companies like Facebook and Google, locally 

within India. This leads to a scenario, where suing these big players becomes an 

                                                 
32 Any information, not freely available relating to a person's password, financial information, 
health condition, sexual orientation, medical records and history, biometric information or any 
detail relating to the above clauses as provided to body corporate for providing service or for 
processing, stored or processed under lawful contract or otherwise is defined as SPDI. 
33 The Information Technology Act, 2000, S. 43A. 
34 The Information Technology Act, 2000, S. 72A. 
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impossible dream with merely their marketing subsidiaries within the 

geographical boundaries of India. This free flow of data outside the country 

without the person’s consent makes the entire mechanism to safeguard personal 

data, futile.  

To tackle this issue, the PDP Bill was introduced to ensure better data 

protection. One of the stipulations under the PDP Bill is that SPDI can be 

transferred outside India provided such data shall continue to be stored in 

India.35 Also, as per the PDP Bill, SPDI can be transferred abroad only for 

processing after obtaining explicit consent from the data principal.36 At the 

same time, SPDI can be transferred abroad only if the other jurisdiction has a 

secured infrastructure to provide adequate protection. This will ensure that 

there is a positive change in the current scenario of data protection thereby 

strengthening the mechanism.  

I. Behavioral Analysis in Digital Payment and Privacy Concerns 

The traditional banking system uses GST filings, bank statements etc. as proof 

of authenticity before granting loans. Since neo banks opt for e-KYC and video 

KYC, the process becomes hassle-free, speedier and paperless. Also, while 

applying for collateral-free loans, most of the time, the borrowers are not 

required to provide details beyond their Aadhaar, PAN and income details.37 

Neo banks also use alternative credit mechanisms to assess their MSME 

borrowers. This is primarily because MSMEs as entities have a shortage of 

credit data38 and are an important market for neo banks. To cater to the 

                                                 
35 The Personal Data Protection Bill, 2019, S. 33(1). 
36 The Personal Data Protection Bill, 2019, S. 34(1). 
37 Anuj Kacker, How Digital Lending is Revolutionising the Financial Landscape in India, OUTLOOK 

MONEY (Mar. 13, 2020), https://www.outlookindia.com/outlookmoney/technology/how-
digital-lending-is-revolutionising-the-financial-landscape-in-india-
4494#:~:text=Digital%20lending%20platforms%20offer%20borrowers,consider%20personal
%20loans%20below%20Rs. 
38 Pratibha Chhabra and Shalini Sankaranarayanan, How can alternative data help Micro, Small and 
Medium Enterprises (MSMEs) access credit? WORLD BANK BLOG (May 2, 2019), 

https://www.outlookindia.com/outlookmoney/technology/how-digital-lending-is-revolutionising-the-financial-landscape-in-india-4494%23:~:text=Digital%20lending%20platforms%20offer%20borrowers,consider%20personal%20loans%20below%20Rs.
https://www.outlookindia.com/outlookmoney/technology/how-digital-lending-is-revolutionising-the-financial-landscape-in-india-4494%23:~:text=Digital%20lending%20platforms%20offer%20borrowers,consider%20personal%20loans%20below%20Rs.
https://www.outlookindia.com/outlookmoney/technology/how-digital-lending-is-revolutionising-the-financial-landscape-in-india-4494%23:~:text=Digital%20lending%20platforms%20offer%20borrowers,consider%20personal%20loans%20below%20Rs.
https://www.outlookindia.com/outlookmoney/technology/how-digital-lending-is-revolutionising-the-financial-landscape-in-india-4494%23:~:text=Digital%20lending%20platforms%20offer%20borrowers,consider%20personal%20loans%20below%20Rs.
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demands of the MSME space amongst others, neo banks opt for instant 

alternative data to assess creditworthiness and grant instant loans.39 This 

includes an evaluation of the financial history and habits of an individual. Some 

of the sources of data comprise activities in Amazon and Facebook.40 Digital 

lending has thus embraced cloud technology to scale up the business. This 

extends from non-core areas like human-resource and customer relationship 

management to core areas of customer assessment.41 Digital lending uses 

predictive algorithms to assess the data and calculate the borrower’s repayment 

abilities. Thus, digital lending couples alternative data with machine learning to 

assess behaviour pattern.  

It can be summed up that not only an income side but also an expense side 

analysis is adopted before digital lending. Digital lending can therefore tackle 

the credit related challenges in India by ensuring speedier approval of credit. 

However, this kind of a behavioural analysis will have its own privacy concern. 

A large chunk of this data is sensitive, personally identifiable information. 

Protecting such data and providing it to customers and third party in a secured, 

law-abiding manner needs compliance with the data protection laws.  

There is an RBI Privacy Policy on storage and processing of data.42 There are 

also Guidelines on Information Systems Security Guidelines for the Banking 

and Financial Sector43 and Guidelines on Internet Banking in India.44 However, 

                                                                                                                              
https://blogs.worldbank.org/psd/how-can-alternative-data-help-micro-small-and-medium-
enterprises-msmes-access-credit-0. 
39 World Bank, Alternative Data Transforming SME Finance (May, 2020) at 20, 
http://documents1.worldbank.org/curated/en/701331497329509915/pdf/116186-WP-
AlternativeFinanceReportlowres-PUBLIC.pdf. 
40 Supra note 19. 
41 PWC, Financial Services Technology 2020 and Beyond: Embracing disruption (2020) at 22, 
https://www.pwc.com/gx/en/financial-services/assets/pdf/technology2020-and-beyond.pdf. 
42 The Reserve Bank of India, Privacy Policy, 
https://www.rbi.org.in/Scripts/PrivacyPolicy.aspx (last visited Dec. 5, 2020). 
43 The Reserve Bank of India, Information Systems Security Guidelines for the Banking and 
Financial Sector (Issued on March 11, 2002). 

https://blogs.worldbank.org/psd/how-can-alternative-data-help-micro-small-and-medium-enterprises-msmes-access-credit-0
https://blogs.worldbank.org/psd/how-can-alternative-data-help-micro-small-and-medium-enterprises-msmes-access-credit-0
http://documents1.worldbank.org/curated/en/701331497329509915/pdf/116186-WP-AlternativeFinanceReportlowres-PUBLIC.pdf
http://documents1.worldbank.org/curated/en/701331497329509915/pdf/116186-WP-AlternativeFinanceReportlowres-PUBLIC.pdf
https://www.pwc.com/gx/en/financial-services/assets/pdf/technology2020-and-beyond.pdf
https://www.rbi.org.in/Scripts/PrivacyPolicy.aspx
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these policies have been passed in the early 2000s and are therefore not abreast 

with the current days. RBI and SEBI have yet not released a detailed and 

conclusive guideline for digital payment or neo banks, in particular. The PDP 

Bill, on the other hand, shall have compliance requirements. Digital lending and 

neo banks provide services that are API based banking. API based banking 

allows third party applications to access the data from a bank and disburse 

salaries from an enterprise’s bank account to the employee’s bank account. 

However, this falls outside the limit of the RBI’s account aggregator framework 

(“RBI Framework”).45 The RBI Framework permits exchanges between 

regulated entities like two banks. It ensures explicit consent with stringent 

restrictions on data usage. However, the services provided by digital payment 

platforms and neo banks are governed contractually and mostly without much 

regulatory interference. The PDP Bill is trying to ensure similar data protection 

compliance requirements as the RBI Framework. 

Since the PDP Bill classifies all forms of personal financial data as “sensitive 

personal data”, neo banks should be categorised as “data fiduciaries”.46 As per 

the PDP Bill, to remain compliant, the data fiduciaries should ensure that they 

acknowledge the rights of the data principals. The personal data shall be 

processed after the consent of the data principal at the commencement of the 

processing. Thus, consent shall not be assumed for processing data.47 Personal 

data shall also be collected only to the extent necessary for the purpose of 

processing.48 Therefore, the reason for the collection of data has to be known 

                                                                                                                              
44 The Reserve Bank of India, Internet Banking in India – Guidelines, DBOD.COMP.BC.No. 
130/ 07.03.23/ 2000-01 (Issued on June 12, 2001). 
45 The Reserve Bank of India, Master Direction – Non-Banking Financial Company – Account 
Aggregator (Reserve Bank) Directions, 2016, RBI/DNBR/2016-17/46 (Updated as on Nov. 
22, 2019).  
46 Meghna Suryakumar, How personal data protection Bill will impact Indian Fintech sector, FINANCIAL 

EXPRESS (Jun. 6, 2020, 8:31 AM) https://www.financialexpress.com/opinion/how-personal-
data-protection-bill-will-impact-indian-fintech-sector/1813839/. 
47 The Personal Data Protection Bill, 2019, S. 5. 
48 The Personal Data Protection Bill, 2019, S. 5.  

https://www.financialexpress.com/opinion/how-personal-data-protection-bill-will-impact-indian-fintech-sector/1813839/
https://www.financialexpress.com/opinion/how-personal-data-protection-bill-will-impact-indian-fintech-sector/1813839/
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to the data principal. The data principal shall also have the right to ask for the 

permanent erasure of their personal data after its use.49 The data principal shall 

also have the right to receive a copy their personal data in a structured format 

when such data is being processed by the neo bank through automated means 

(like eKYC and video KYC).50  Thus, the data fiduciary must keep a copy of the 

data so that it can be provided in case the data principal requests for it.51 These 

compliance requirements should be kept in mind to ensure adequate adherence. 

II. Innovation and Privacy 

Innovation in financial inclusion reduces the exploitation of the credit invisible 

strata by traditionally unorganised channels. This is done by implementing 

technology solutions across the lending chain. At the same time, innovation has 

to take into account privacy concerns. Other ways to promote innovation 

include the RBI’s Regulatory Sandbox Framework52 which has allowed the 

financial sector to roll out regulatory sandboxes to experiment with their 

viability before launching a full-fledged scheme. One should note that it 

mandates express customer consent coupled with data protection law 

compliance. For a harmonious construction between the Regulatory Sandbox 

Framework and the PDP Bill, it can be said that there shall be inherent 

restrictions in the flexibility of repurposing the data through the Regulatory 

Sandbox Framework since the PDP Bill works on the model of limited purpose 

usage and data minimisation. The aforesaid inter-linkages between the PDP Bill 

and the Regulatory Sandbox Framework should be complied with to ensure 

proper adherence.  

                                                 
49 The Personal Data Protection Bill, 2019, S. 18(1)(d). 
50 The Personal Data Protection Bill, 2019, S. 19(1)(a). 
51 Ankit Ratan, How India’s Data Protection Bill Will Impact Lending and Fintech? INC42 (Jul. 05, 
2020), https://inc42.com/resources/how-indias-data-protection-bill-will-impact-lending-and-
fintech/. 
52 The Reserve Bank of India, Enabling Framework for Regulatory Sandbox, (Issued on August 
13, 2019). 

https://inc42.com/resources/how-indias-data-protection-bill-will-impact-lending-and-fintech/
https://inc42.com/resources/how-indias-data-protection-bill-will-impact-lending-and-fintech/
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III. Prospective Application of the PDP Bill 

The PDP Bill cannot be applied retrospectively. However, there should be 

efforts by the data fiduciary to ensure that data collection, storage and usage 

henceforth are complaint with the PDP Bill. Lenders often share customers’ 

personal data with credit bureaus and other third parties too. The information 

about the parties involved should be explained to the customers by the lender. 

Lenders should also ensure that the data stored is erased after use, anonymised 

and also made compliant with the law. These can be difficult due to the 

enormity of data because there has to be notices provided to customers and 

reviewing of the activities of the fiduciaries themselves to ensure compliance 

with privacy laws. However, since the law requires the same and until an 

alternate form of processing is provided, obtaining proper consent is required 

to ensure compliance.  

Reasonable purpose exemption as provided by the PDP Bill allows for personal 

data to be processed without obtaining the consent of the data principal. Credit 

scoring is included under the reasonable purpose exemptions of the PDP Bill. 53  

Thus, there can be an argument that credit scoring falls under “reasonable 

purpose exemption” as provided by the PDP Bill and thus shall not have 

consent requirements. However, even if it is assumed that credit scoring is a 

“reasonable purpose exemption”, the data principal can still seek the erasure of 

data in its entirety, as the data involved is personal data.54 Also, even in the cases 

where consent is exempted, a notice has to be served mandatorily to the data 

principal.55 These factors should be kept in mind by the digital payment 

platforms and neo banks to ensure compliance. 

                                                 
53 The Personal Data Protection Bill, 2019, S. 14(2)(e). 
54 Supra note 51. 
55 Asheeta Regedi, Impact of Data Protection Bill on fintech sector and aligning financial laws with it, 
MEDIANAMA (Apr. 8, 2020) https://www.medianama.com/2020/04/223-personal-data-
protection-bill-fintech/. 

https://www.medianama.com/2020/04/223-personal-data-protection-bill-fintech/
https://www.medianama.com/2020/04/223-personal-data-protection-bill-fintech/
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IV. Fines in the PDP Bill 

The fine under the PDP Bill is a penalty which may extend to fifteen crore 

rupees or four per cent of the total worldwide turnover of the preceding 

financial year, whichever is higher.56 This shall promote the requirement of 

indemnities and warranties from the seller. The liabilities, therefore, impose a 

steep penalty and the fiduciaries shall have to compensate the victim for a 

breach. This acts as an additional reason to ensure adequate compliance.  

GROWTH OF DIGITAL PAYMENT AND NEW BANKS: GLOBALLY V. INDIA 

The concept of neo banks started in the UK after the financial crisis ended.57 

Neo banks have had a tremendous growth rate in the US too.58 India is also 

moving towards digitisation and the government is facilitating the same. 

However, there are some lacunae as stated below. 

I. Lack of Choice in India  

Banks and NBFCs are embracing digital transformation to reduce their cost-

income ratio. Many large banks have even set up their subsidiaries (digital bank) 

to internalise competitiveness and export technology capacity to smaller 

banks.59 They are also partnering with neo banks to source loans to individual 

customers and also to the SME sectors.60 Neo banks partner with traditional 

banks and help customers acquire credit seamlessly. For instance, ICICI Bank 

                                                 
56 The Personal Data Protection Bill, 2019, S. 57. 
57 What are Neo-Banks and How Will They Shape the Future of Finance? FINSMES (Mar. 4, 2020) 
https://www.finsmes.com/2020/03/what-are-neo-banks-and-how-will-they-shape-the-future-
of-
finance.html#:~:text=It%20all%20started%20in%20the,obtaining%20a%20full%20banking%2
0license. 
58 Supra note 21. 
59 Supra note 2. 
60 Indian Lending Fintech Ecosystem, THE DIGITAL FIFTH (July. 10, 2020) 
https://thedigitalfifth.com/indian-lending-fintech-ecosystem/. 

https://www.finsmes.com/2020/03/what-are-neo-banks-and-how-will-they-shape-the-future-of-finance.html%23:~:text=It%20all%20started%20in%20the,obtaining%20a%20full%20banking%20license
https://www.finsmes.com/2020/03/what-are-neo-banks-and-how-will-they-shape-the-future-of-finance.html%23:~:text=It%20all%20started%20in%20the,obtaining%20a%20full%20banking%20license
https://www.finsmes.com/2020/03/what-are-neo-banks-and-how-will-they-shape-the-future-of-finance.html%23:~:text=It%20all%20started%20in%20the,obtaining%20a%20full%20banking%20license
https://www.finsmes.com/2020/03/what-are-neo-banks-and-how-will-they-shape-the-future-of-finance.html%23:~:text=It%20all%20started%20in%20the,obtaining%20a%20full%20banking%20license
https://thedigitalfifth.com/indian-lending-fintech-ecosystem/
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has partnered with neo banks like Open, Insta Pay and Yelo.61 Strategic 

partnership with incumbent financial institutions allows digital lenders to reduce 

the cost of increasing their customer base.62  

However, the lacuna in India is that virtual banking licenses for neo banks are 

still not granted63 thereby forcing them to enter into strategic partnerships with 

licensed banks. Although there are foreign banks offering digital-only products 

through their Indian subsidiaries64, a lack of choice is a huge operational 

impediment obstructing the growth of neo banks in India. A lack of choice 

denotes a hierarchical preference which shows that the RBI prioritises brick and 

mortar set up over a virtual presence in its entirety. This will surely keep neo 

banks as the second preference always and a belief will be ingrained amongst 

the Indian consumer that neo banks are capable to function only with the 

backing of traditional banks.  

The RBI should therefore introduce the regulations on virtual banking. This 

will facilitate neo banks to provide services to customers independently and 

increase financial inclusion. With more neo banks in the pipeline and regulatory 

initiatives in the neo bank space, there shall be greater development of this area 

in the coming future.  

II. Overlap of the PDP Bill with Other Schemes, Guidelines and 

Frameworks 

There can be a confusion regarding the authority of a data protection authority 

(“DPA”) under the PDP Bill viz-a-viz the Ombudsman Scheme for redressal of 

complaints against deficiency in services related to digital transactions 

                                                 

61 Supra note 21. 
62 Supra note 13, at 5. 
63 PWC, Neobanks and the next banking revolution, https://www.pwc.in/consulting/financial-
services/fintech/fintech-insights/neobanks-and-the-next-banking-revolution.html. 
64 Id. 

https://www.pwc.in/consulting/financial-services/fintech/fintech-insights/neobanks-and-the-next-banking-revolution.html
https://www.pwc.in/consulting/financial-services/fintech/fintech-insights/neobanks-and-the-next-banking-revolution.html
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(“Ombudsman Scheme”).65 The Ombudsman Scheme has the jurisdiction 

over issues of non-adherence to RBI instructions and this often includes 

privacy and security issues. The solution to this overlap of authority can be a 

memorandum of understanding with the DPA which the PDP Bill provides for 

in S. 56.66  

Also, there can be the risk of the loan becoming a bad loan in case the risk 

assessment is not done diligently by the entity lending money digitally. As per 

the RBI’s Master Direction on KYC, proper due diligence of the customer is to 

be done according to the guidelines. The guidelines highlight that secrecy 

obligations have to be maintained and proper confidentiality has to be upheld.67 

As per RBI’s Master Direction on KYC, banks are granted certain discretionary 

powers with respect to disclosures. This shall include situations where the 

interest of the bank requires disclosure or when there is a duty towards the 

public68. However, contrary to this, the PDP Bill imposes obligations on the 

data fiduciary. The obligation necessitates the disclosure of personal data in 

situations related to prevention, detection, investigation and prosecution of 

offence. This interplay between ‘discretion’ as per the RBI directions on KYC 

and ‘necessity’ as per the PDP Bill needs to be clarified.  

Besides the aforesaid lacunae, the Regulatory Sandbox Framework69 lacks inter-

operability between different regulatory sandboxes. It is suggested that inter-

operability between different regulatory sandboxes should be permitted. This 

shall ensure harmony between the regulatory sandboxes of RBI and PDP Bill. 

                                                 
65 The Reserve Bank of India, Ombudsman Scheme of Digital Transaction, 2019, Ref. CEPD. 
PRS. No. 3370/13.01.010/2018-19 (Issued on January 31, 2019). 
66 The Personal Data Protection Bill, 2019, S. 56. 
67 The Reserve Bank of India, Master Direction – Know Your Customer (KYC) Direction, 
2016, RBI/DBR/2015-16/18, Updated as on April 20, 2020), S. 56. 
68 The Reserve Bank of India, Master Direction – Know Your Customer (KYC) Direction, 
2016, RBI/DBR/2015-16/18, Updated as on April 20, 2020), S. 56(c). 
69 The Reserve Bank of India, Enabling Framework for Regulatory Sandbox, (Issued on August 
13, 2019). 
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Since each sandbox has its own authority to allow relaxations (like the RBI will 

not be able to permit relaxations that the DPA is authorised to under the PDP 

Bill), inter-operability of regulatory sandboxes shall ensure greater congruence 

in the digital payment and neo banking space.  

III. Need for Greater Clarity 

Under the PDP Bill, reasonable purpose exemption is not discretionary. It 

depends on the activities the DPA selects as exemptions. Neo banks 

significantly use alternative credit scoring and aid in financial inclusion. Due to 

this sensitive nature of the data handled, the DPA may be expected to analyse 

companies on a case-to-case basis and decide the extent of exemption as a 

reasonable purpose from the consent requirement. However, this shows that 

there is a significant amount of discretionary powers given to the DPA.70 Some 

instances of compliance are ambiguous, for instance, the need to take 

mandatory consent from the account aggregator and/or the DPA. It is 

submitted that the DPA should not be given free rein over the data and definite 

authority with its scope and limitation should be established. 

The Steering Committee on Fintech71 was set up by the Government of India in 

March 2018. It focuses on key issues with respect to the fintech sector and 

suggests recommendations to ensure growth. An important suggestion of the 

Committee was that some obligations of the DPA should be handed to other 

regulators to ensure greater harmony and checks & balances at the same time.  

Also, the PDP Bill has brought in consent managers which are similar to the 

account aggregators RBI framework. The consent managers shall ensure that 

both regulated and unregulated entities get consent-based access. The consent 

managers shall permit data principals to communicate with the fiduciaries to 

                                                 
70 Regedi, supra note 55. 
71 Department of Economic Affairs – Ministry of Finance, REPORT OF THE STEERING 

COMMITTEE ON FINTECH RELATED ISSUES (2019). 
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exercise their rights. However, it is important that an amendment is brought in 

to ensure that there is a single authority for consent instead of an account 

aggregator under the RBI Guidelines and also a separate consent manager 

under the PDP Bill. 

The Niti Aayog released its discussion paper on a new data-sharing framework 

called the Data Empowerment and Protection Architecture (“DEPA”).72 

DEPA proposes account aggregators as a new set of entities to ensure consent. 

Account aggregators shall themselves not have access to data, however, they 

will manage the flow of data. Thus they shall bring in a balance between 

efficiency and innovation. However, data misuse by the data fiduciaries is still 

not covered under DEPA, therefore leaving a scope for improvement.73  

The Information Technology Act, 2000 despite providing some degree of data 

protection does not live up to varied kinds of cyber breaches that can take place 

in the latest times. It is crucial that the PDP Bill is also modified taking into 

consideration all the loopholes and thereby passed into an act soon so that its 

authority is established firmly. It is also essential that a specific set of laws on 

digital payments and neo banks exists to ensure that they have a clear and 

concise checklist. This shall ensure that these entities deliver their functions but 

at the same time do not compromise on privacy.  For instance, the European 

Union (“EU”) has its Payment Services Directive to harmonise payment 

regulations across the EU. This gives the data principal greater autonomy over 

their data. A similar sector-specific compliance checklist which shall not be 

incongruous with the PDP Bill is the need of the hour in India.  

  

                                                 
72 Niti Aayog, DATA EMPOWERMENT AND PROTECTION ARCHITECTURE, (August 2020) 
https://niti.gov.in/sites/default/files/2020-09/DEPA-Book.pdf.  
73 New Niti framework may help improve India’s data protection standards, LIVEMINT (Sept. 15, 2020) 
https://www.livemint.com/news/india/new-niti-framework-may-help-improve-india-s-data-
protection-standards-11600154978292.html.   
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CONCLUSION 

Growth of Digital Lending in India74 

India’s market in digital lending is expected to grow up to USD 350 billion in 

the year 2023.75 It is essential that the data protection and cyber security laws in 

India develop in their entirety. Currently, there lacks a consolidated set of 

guidelines to adhere to. Despite the hindrances, such as the lack of virtual 

licenses to neo banks in India, digital payments and neo banks have grown 

steadily in India. It is imperative that the RBI facilitates neo banks to operate 

within the ecosystem of virtual licensing.  

To ensure that the digital payment and neo banks grow exponentially in the 

future, it shall be essential that they bank on secure technology platforms by 

adhering to a consolidated set of laws provided by the government.  

 

Disclaimer: The PDP Bill is pending before the Parliament. There may be certain changes 

in the PDP Bill in case the same is passed into an Act or the Bill may not be passed by the 

Parliament. The analysis in this paper is based on the existing text of the Bill and the same 

should not be relied upon as law at the current stage.  

                                                 
74 The Boston Consulting Group, Digital Lending (Jul. 2018) at 30, https://image-
src.bcg.com/Images/BCG-Digital-Lending-Report_tcm9-197622.pdf. 
75 Id. 
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